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Examining State and Local
Law Enforcement Perceptions
of Computer Crime
Thomas J. Holt, Adam M. Bossler, and Sarah Fitzgerald

The impact of computer-mediated communications and the Internet on all
facets of human life has been well documented across the social sciences (Jewkes
and Sharp 2003; Mann and Sutton 1998; Quinn and Forsyth 2005). Not only
have these technologies changed the way that business and personal communications take place, but they have radically altered the capacity of offenders
to engage in a variety of crimes (see Brenner 2008; McQuade 2006; Wall 2007).
Electronic communications and the Internet have augmented or facilitated
most forms of illegal behavior, including prostitution (Holt and Blevins 2007;
Sharpe and Earle 2003; Soothhill and Sanders 2005), pedophilia (Durkin 1997;
Durkin and Bryant 1999; Holt, Blevins, and Burkert 2010; Quayle and Taylor
2002), fraud (Burns, Whitworth, and Thompson 2004; Holt and Graves 2007;
Holt and Lampke 2010; Newman and Clarke 2003) and piracy (see Higgins
2005; Higgins, Fell, and Wilson 2007; Hinduja 2001, 2003).
The economic impact of computer crimes is also substantial, affecting individuals and corporations alike. Businesses reported average losses of $500,000
in 2008 due to financial fraud incidents (Computer Security Institute 2008), while
individual consumers lost an average of $575 to various types of fraud in 2009
(Internet Crime Complaint Center 2010). The music and movie industries
also claim to have lost billions due to intellectual property theft and digital
piracy (Higgins 2005; Higgins et al. 2007; Hinduja 2001, 2003; Motion Picture
Association of America 2007). Furthermore, there are significant emotional
and psychological consequences for victims of cyberstalking (Finn 2004; Holt
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and Bossler 2009) and children affected by pornography and pedophilia (see
Berson 2003; Durkin and Bryant 1999).
In addition, computer-based terror attacks against all manner of targets
have become an increasingly important issue for local law enforcement agencies across the nation (Aeilts 2005; Brenner 2008; Stambaugh et al. 2001).
Many key resources in the public and private sector are linked to and depend
on computer technology to function, including electrical grids, nuclear power
plants, water infrastructure, and financial systems (Aeilts 2005; Denning 2001;
Taylor, Fritsch, Liederbach, and Holt 2010). As a consequence, local law enforcement agencies must recognize and collaborate with private sector partners to protect and secure threats to critical infrastructure (see Brenner 2008;
Taylor et al. 2010). Thus, law enforcement must be prepared to investigate a
diverse range of offenses and offenders.
There is, however, a significant gap in our knowledge of law enforcement
agencies’ awareness, preparation, and attitudes toward computer crimes. Statistics on computer crimes are rarely collected by law enforcement agencies or
reported in outlets such as the Uniform Crime Report or National Crime Victimization Survey. There are several reasons for this lack of data, including
victim confusion over appropriate reporting agencies, concern that the incident
is not important enough to report, and victims’ inability to recognize when
crimes have occurred (see Holt 2003; Speer 2000). This lack of statistical information makes it is difficult to estimate the true prevalence of computer
crimes and how local law enforcement has or can respond to it. The lack of
data at the local level is particularly significant, as these law enforcement agencies serve as primary first responders at all crime scenes, and their knowledge
and ability to properly initiate an investigation has a significant impact on the
way that cases are handled and investigated (see Burns et al. 2004; Goodman
1997; Hinduja 2004; McQuade 2006; Senjo 2004; Stambaugh et al. 2001).
Thus, it is critical that researchers consider local agencies’ attitudes toward the
severity, frequency, and importance of computer crime offenses in order to
assess training and resource needs, as well as their overall ability to properly
investigate these offenses (see Burns et al. 2004; Hinduja 2004; McQuade 2006;
Senjo 2004; Stambaugh et al. 2001).
This study seeks to fill this gap in our knowledge in two ways. First, we use
data collected from a sample of state and local law enforcement officers and agents
to understand their departments’ and agencies’ staffing and training for computer crime investigations and the handling of digital evidence. Second, we
consider their perceptions of computer crime, their severity relative to street
crimes, and knowledge of basic technology terms. The findings give insight
into the preparedness of state and local police agencies to handle computer
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crime and the ways that their attitudes toward these offenses may affect investigations and officer behavior. The implications of this research for policy and
future investigation are also considered.

Policing Computer Crime
There have been relatively few studies documenting the capacity for state and
local law enforcement to properly investigate computer crime. One of the main
studies considering police responses to computer crime is the Electronic Crime
Needs Assessment for State and Local Law Enforcement report, published by
the National Institute of Justice, which utilized data collected from a sample of
126 individuals from 114 agencies in 1998 (Stambaugh et al. 2001). Before conducting this study, the researchers recognized the complex issues surrounding
the measurement of computer-based offenses and the lack of a universal definition for computer crime. Thus, they worked in collaboration with state and
local agencies to develop a definition of “electronic crime” that refers to:
fraud, theft, forgery, child pornography or exploitation, stalking, traditional white-collar crimes, privacy violations, illegal drug transactions, espionage, computer intrusions, or any other offenses that occur
in an electronic environment for the purpose of economic gain or
with the intent to destroy or otherwise inflict harm on another person or institution (Stambaugh et al. 2001, 2).
A similarly broad definition of cyberterrorism was developed, recognizing any
“premeditated, politically motivated attack against information systems, computer programs and data ... to disrupt the political, social, or physical infrastructure of the target” (Stambaugh et al. 2001, 2). The wide range of offenses
included in these definitions was meant to provide a frame of reference for respondents and some standard to assess computer-based crime.
Using these definitions, Stambaugh et al. (2001) found a significant increase
in computer crimes reported to law enforcement. At the same time, the respondents suggested that a substantial proportion of offenses were not being
reported to law enforcement. Computer crime cases were given low priority across
most agencies, unless they were child pornography or pedophile cases. This
may have been a consequence of unsuccessful prosecutions, as many agencies
felt that management, officers, and prosecutors appeared to have little knowledge and resources to adequately carry out computer crime investigations and
prosecutions. Furthermore, respondents indicated the need for assistance with
tools and training to better investigate these crimes. In fact, only half of all
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agencies had a formal electronic crime unit, and less than one third belonged
to an interagency crime task force (Stambaugh et al. 2001).
Based on these findings, Stambaugh et al. (2001) identified ten critical needs
to improve the capability of local and state law enforcement agencies to combat computer crimes. Specifically, these needs included (Stambaugh et al. 2001,
31–36).
1) Public Awareness: The public and private sectors needed to be better educated on the growing threat of computer crimes to decrease the likelihood of victimization.
2) Data and Reporting: Statistics and data collection on computer crime were
needed to better understand computer crime prevalence and trends.
3) Uniform training and certification courses: Justice system actors, including prosecutors and judges, needed better training and certifications to
effectively deal with computer crimes at all levels of the system.
4) Onsite management assistance for electronic crime units and task forces:
State and local law enforcement agencies needed to develop computer
crime units, as well as collaborative task forces, to better investigate computer crime cases.
5) Updated laws: Continuously updated legislation against computer crimes
was needed to effectively prosecute cutting edge criminal acts and those crimes
that cross jurisdictional boundaries.
6) Cooperation with the high-tech industry: The need for greater collaboration and communication with private industry was needed to increase reports of criminal incidents and improve high-tech crime training for law
enforcement.
7) Special research and publications: A guidebook with information on training and investigative resources was needed to improve communications
between investigators, forensic experts, management, and practitioners
to deal with computer crime.
8) Management awareness and support: Law enforcement management and
administrators needed to recognize the severity of computer crime and
better support the investigation of these offenses.
9) Investigative and forensic tools: Better technological resources were needed
to improve the investigation of computer crime cases, including budget
conscious equipment to engender forensic examinations.
10) Structuring a computer crime unit: Research was needed to explore the needs
and staffing issues present in the development of computer crime and
forensic investigation units to create a best practices guide for law enforcement agencies.
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Although a number of years have passed since the publication of the Electronic Crime Needs Assessment study (Stambaugh et al. 2001), there has
been no systematic exploration of the impact of its policy recommendations
or the general awareness of computer crime in local police agencies. A limited number of studies have examined the preparedness of law enforcement
to examine specific forms of cybercrime, such as fraud (Burns et al. 2004),
or cybercrime in specific areas (Hinduja 2004; Senjo 2004).
Burns et al. (2004) assessed the preparedness of law local enforcement to
investigate Internet fraud. They found that most of the individuals responsible for filling out the survey believed online fraud was a serious problem (76.5
percent), but that law enforcement agencies in general did not consider Internet fraud to be a significant societal problem (41.0 percent). Most of them
did not believe that they had sufficient funds to address Internet fraud (only
15.3 percent believed they had the necessary resources). Almost half of the
agencies did not even have a computer crime division (46.7 percent). In fact,
they would prefer Internet fraud laws to be enforced by federal (93.0 percent) or state law enforcement (69.7 percent) rather than local law enforcement (52.1 percent).
Hinduja (2004) considered the needs and preparedness of local law enforcement agencies in Michigan to deal with computer crimes. His study
found that approximately twenty percent of the agencies (n=275) reported
that they had one or more individuals trained to investigate these cases. Most
agencies (66 percent), however, investigated less than ten computer crime
cases in the year 2000. Of the computer crimes reported, harassment was
the most common offense, followed by child pornography, solicitation of
minors, identity theft, e-commerce fraud, and forgery. Thirty-six percent, however, reported that computer crimes detract attention from traditional crimes
(Hinduja 2004).
The findings from Hinduja’s (2004) research suggest that there is a need
for greater preparation among law enforcement agencies to deal with computer crime, especially since some officers perceive computer crime cases to
be insignificant. There has been little empirical research on police officer
perspectives regarding the severity of computer crime: whether they think
it is fundamentally different from “traditional” crime; the ways that law enforcement agencies have changed in response; and what they think should be
done about these offenses. Senjo (2004) conducted one of the few studies
examining line officers’ perceptions of computer crime. In his sample of officers in a Western state, he found that officers, particularly younger officers
with less experience, viewed pedophilia as the most serious computer crime
that is occurring (Senjo 2004). Furthermore, officers believed computer crim-
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inals to be older males rather than young offenders. The reported officer perspectives were somewhat inconsistent with the larger empirical literature on
computer crime, suggesting that there may be a gap in law enforcement
knowledge of computer crime (Senjo 2004).
Taken as a whole, there is a critical need for greater research on local law
enforcement awareness and training to deal with computer crimes. Few researchers have considered how the significant needs identified by the Electronic Crime Needs Assessment study (Stambaugh et al. 2001) have been
met or improved on in local law enforcement agencies. Considering that the
primary responsibility of investigating new types of crime falls on local law
enforcement, it is critical that we understand how prepared first responders
are to deal with computer crime and their attitudes toward the severity, frequency, and importance of these offenses. Such information can provide key
policy recommendations to improve the training and resources available for
local law enforcement agencies and increase the capability of first responders to appropriately handle computer crime cases.

Data
The data for this study were collected through an electronic survey solicitation administered by the Federal Law Enforcement Training Center (FLETC).
This solicitation was delivered via email to approximately ten thousand individuals in state and local law enforcement agencies across the country who
attended training classes related to computer crime and digital forensic examination. The solicitation provided a detailed introduction to the study,
the relationship between the researchers and FLETC, and included a hyperlink to the online survey instrument. This process solicited 437 responses,
less than five percent of the overall total of solicitations. Despite utilizing
multiple measures to validate and encourage participation, the low response
rate may have been a consequence of limited availability on the part of the
responding officers. Alternatively, the respondents may have had some concerns over providing information on behalf of their agency on issues of training and caseloads. Although only 370 responses are needed to generalize to
a solicitation of 10,000 (Krejcie and Morgan 1970), the volunteer bias precludes strong conclusions and does limit overall generalizability. Given the
paucity of research in this area (see Hinduja 2004; Senjo 2004; Stambaugh
et al. 2001), however, this sample provided a needed exploratory investigation into the capacity of state and local agencies to deal with computer crime.
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Findings
Respondents were asked a battery of questions concerning their agency,
computer crime investigations, and perceptions of computer crime offenders
and activity. The survey instrument utilized measures adapted from multiple
studies related to computer crime awareness in police agencies (see Goodman
1997; Hinduja 2004; Senjo 2004) and the general public (Furnell 2002). Each
item will be explored and discussed in detail, starting with basic descriptive
characteristics of the sample.

Demographic Composition
Basic descriptive information about the agency the respondent worked for
was collected in lieu of demographic information from the respondent to maintain anonymity. In terms of agency size, 75.7 percent of the agencies had one
hundred or less police officers serving in their agency (see Table 1). This is in
fact under-representing smaller agencies as 93.9 percent of agencies have ninetynine officers or fewer (BJS 2007). Thus, our sample consists of a higher percentage of larger agencies, which are more likely to have computer crime units
and address computer crime, than is found in American policing. The geographic location of agencies was also collected using five bounded regions: the
Midwest, South, Pacific, Northeast, and Mountain. Of the agencies surveyed,
28.5 percent indicated being in the Midwest, 33 percent in the South, 10.6 percent in the Pacific, 19.8 percent in the Northeast, and 8.1 percent in the Mountain region (see Table 1).
Table 1. Size and Geographic Location of Law Enforcement Agencies
Less
Than
20

20 to
100

Midwest

48

39

6

4

1

4

0

102

South

36

51

11

12

2

6

0

118

Pacific

15

10

7

1

2

2

1

38

Northeast

27

20

7

9

1

4

3

71

Mountain

11

14

3

1

0

0

0

29

137

134

34

27

6

16

4

358

Region

Total

101 to
200

201 to
500

501 to
1000

1001
to
5000

More
Than
5000

Total

09 holt 2e final 12/14/15 4:57 PM Page 226

LAW ENFORCEMENT PERCEPTIONS OF COMPUTER CRIME

Data on the number of individuals residing within the agency’s geographic
boundaries were also collected. Eleven percent of the agencies reported having
one million or more individuals residing in their jurisdiction. Twenty-seven percent of the agencies had 5,001 to 20,000 citizens and twenty-two percent had five
thousand or fewer individuals residing within their jurisdictional boundaries.
In order to understand the extent to which officers within departments handle computer-related crime issues, respondents were asked how many part-time
officers or investigators they had within their agencies who were assigned to
handle digital evidence. Results indicate that 76 percent of agencies had no parttime officers or investigators assigned to deal with digital evidence. Of those
agencies with part-time personnel, the largest reported category (17.1 percent)
was three to seven officers total. There were more agencies reporting full-time
digital evidence handlers, as 44.7 percent had between one and four investigators. This is a significant improvement over previous research indicating that there
have been some changes to increase law enforcement staffing for computer crime
(see Goodman 1997; Hinduja 2004). It is important to note, however, that 23
percent of all agencies indicated that they had no part or full-time officers who
could properly work with digital evidence. Thus, there are still some staffing
issues concerning digital evidence at the state and local level.
Additionally, respondents were asked to assess the number of part-time and
full-time officers assigned to the investigation of online crimes. This term was
used in lieu of computer crime to assess any and all investigations that take
place via the Internet. The overwhelming majority of departments (83.6%)
had no part-time officers assigned to these investigations. This may be a function of the expense and manpower needed, making it more difficult to staff
such roles with part-time investigators. Overall, 46 percent reported having
between one to three full-time officers assigned to online crimes. At the same
time, it is important to note that 38.7 percent of all responding agencies had
no part or full-time officers trained to investigate online crime. This is a sizeable proportion, suggesting that there is still a need to increase the staff to support computer crime investigations in state and local agencies.
Respondents were also asked to estimate the percentage of officers within their
agency that had received various training related to computer crime. Specifically, respondents were asked what percentage of their officers had been trained
in handling digital evidence. Of those surveyed, 79.3 percent indicated that 20
percent or fewer of their officers had been trained in the handling of digital
evidence (see Table 2). In terms of officers trained in investigating online crimes,
the majority (88.1 percent) of agencies indicated that 20 percent or fewer of their
officers had received such training. In terms of the percent of officers within
each agency that had been trained in the handling of digital evidence, the Mid-
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Table 2. The Percentage of Officers Trained for
Digital Evidence and Computer Crime
Percentage of Officers

Digital Evidence (n-354)

Online Crime (n-345)

10

70.3

81.2

20

9.0

6.9

30– 40

5.9

6.4

50– 60

5.0

2.9

70–90

4.2

0.9

100

5.6

1.7

west had the greatest percentage, with nine agencies within this region indicating
that 100 percent of their officers are trained in handling digital evidence. This
finding is in keeping with previous research (e.g., Hinduja 2004) and suggests
that there are slight improvements taking place to change the investigative
power of state and local agencies to deal with computer crime.

Investigations
Respondents were asked to indicate whether or not their agency actively investigated various forms of economic, sexual, and hacking-related computer
crimes (see Table 3 for detail). The most common type of investigation conducted involved identity theft (79.2 percent), followed by fraud (71.9 percent)
and online harassment (71.8 percent) (see Hinduja 2004 for similar finding
on harassment). This is a distinct shift from previously identified investigative
priorities, as sex offenses appeared to be the dominant crime reported to state
and local agencies (Stambaugh et al. 2001). Such a change may be a reflection
of the increasing use of the Internet for financial transactions and information, as well as improved awareness of this type of crime in the general population (see Burns et al. 2004; Holt and Lampke 2010). Child pornography
and the solicitation of minors were also somewhat common as more than half
of the responding agencies conduct such investigations. The least examined
form of computer crime were hacking and computer intrusion cases. This results from both the difficulty in investigating these crimes as well as the crossstate and international dynamics of computer hacking, as offenders can reside
anywhere in the country or world and victimize multiple machines in any location (see Brenner 2008; McQuade 2006; Taylor et al. 2010; Wall 2007). The
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Table 3. Types of Computer Crimes Investigated by
State and Local Agencies
Yes

No

Identity theft (n=355)

79.2

20.8

Fraud (n=356)

71.9

28.1

Harassment (n=358)

71.8

28.2

Child porn (n=358)

61.7

38.3

Solicitation of children (n=358)

51.7

48.3

Sex crimes (n=357)

42.0

58.0

Hacking/intrusion (n=353)

32.0

68.0

jurisdictional issues that can arise make hacking investigations more likely to
fall under federal law enforcement agency purview.
Respondents were also asked to identify how many cases their agency had
dealt with in the last twelve months involving online crime and digital evidence,
to give some insight into the prevalence of these issues in state and local agencies (see Table 4). With regard to digital evidence, 70 percent of the agencies had
nineteen or fewer cases involving digital evidence within the last twelve months.
18.7 percent had no cases within the prior year that had digital evidence. Thus,
there are relatively few cases being investigated with digital evidence by these
agencies among first responders, in keeping with previous research. Respondents
were also asked how many digital evidence cases were cleared by arrest in the
past twelve months (results not shown). Of the agencies involved, 33.5 percent
indicated zero arrests, while 25.9 percent said that there were one or two cases
that resulted in an arrest. Only 5 percent of agencies indicated that they had
made one hundred or more arrests from cases involving the handling of digital
evidence. Thus, despite the use of digital forensic techniques, there appears to be
a relatively small number of cases cleared by arrest at the local level.
Similar patterns were identified concerning cases involving some form of
computer crime, such as computer hacking or sex offenses (see Table 9.4).
Specifically, 75.2 percent reported they had nineteen or fewer online crime
cases within the previous year, more than half of the agencies (57.2 percent)
had five or fewer cases, and 27.9 percent stated they had zero. The number of
computer crime cases cleared by arrest was much smaller than in the digital evidence category. Most agencies (65 percent) had less than two cases cleared by
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Table 4. Number of Active Cases Involving
Digital Evidence or Computer Crime
Digital Evidence

Online Crime

Number of Cases

N

Percentage

N

Percentage

0 cases

67

18.7

96

27.9

1–2 cases

54

15.0

53

15.4

3–5 cases

67

18.7

48

13.9

6–19 cases

63

17.6

62

18.0

20–99 cases

49

13.7

58

16.9

100–800 cases

40

11.2

23

6.7

1000 or more cases

18

5.0

4

1.2

358

100

344

100

Total

arrest, which is sensible given the relative anonymity the Internet provides for
offenders (see McQuade 2006; Wall 2007).

Attitudes toward Computer Crime
Respondents were also asked to indicate their level of agreement with various statements related to computer crime, including offender behaviors, victim impacts, and citizen awareness of this problem (see Table 5). One of the
most significant points of agreement (98.1 percent) was in support of the statement, “Computer crime is a serious problem in American society.” This suggests that officers recognize the seriousness of computer crime. Clearly, a part
of this is due to the fact that most of them (92.8 percent) agreed with the following statement, “Computers allow individuals to feel less responsible for
their actions, increasing the likelihood of crime.” In addition, 82.1 percent believed that attacks on computer systems pose a threat equal to or greater than
physical attacks. This indicates that law enforcement agencies are aware of the
danger posed by acts of cyberterror, particularly in the post 9/11 world.
Most respondents, however, felt that individuals in their community did
not recognize the risk that they face from these offenses. Only 15.1 percent
agreed that, “Citizens in our community understand the risk of computer
crime.” This is surprising in light of the significant recognition of cybercrime
as a problem among law enforcement agencies. Thus, there may be a discon-
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Table 5. Officers’ Reported Attitudes Toward Computer Crimes
Statement

Agree

Disagree

Computer crime is a serious problem in American society.

98.1

1.9

Computers allow individuals to feel less responsible for their
actions increasing the likelihood of crime.

92.8

7.2

Budget constraints limit our ability to investigate computer
crimes.

89.4

10.6

Attacks on computer systems pose a threat equal to or greater
than physical attacks.

82.1

17.9

Computer crimes have a greater impact in corporate settings
rather than in home settings.

69.9

30.1

The majority of computer crimes are perpetrated by individuals
in their teens and twenties.

48.5

51.5

Computer crimes detract officers’ attention from street crimes.

47.9

52.1

Computer criminals often reside in foreign countries rather than
the US.

45.9

54.1

Computer crime occurs more frequently in businesses rather
than among home users.

41.5

58.5

Convicted hackers should be allowed to work in computing
jobs.

18.1

81.9

Citizens in our community understand the risk of computer
crime.

15.1

84.9

Convicted hackers should be allowed to have a computer at
home.

13.2

86.8

nect between law enforcement and citizens’ perceptions of the severity of computer crime.
A majority of the respondents (89.4 percent) also believed that budget constraints limited their ability to investigate computer crimes (see Hinduja 2004;
Stambaugh et al. 2001). Coupled with their beliefs that computer crime is a serious problem, this implied that these officers believed that more funding
would lead to better investigations of computer crime. Almost half of the respondents (47.9 percent), however, responded that computer crimes detract officers’ attention from street crimes, possibly implying that this issue has not
improved since earlier studies and commentaries (Goodman 1997; Hinduja
2004; Stambaugh et al. 2001). Thus, budget constraints might be a strong fac-
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tor in why local law enforcement does not focus more on computer crimes.
Also, state and local law enforcement agencies’ interest in investigating these
crimes may not be as strong as their belief that it is a serious problem.
There were, however, some disagreements among the respondents as to the
types of offenders who engage in computer crimes and who is more likely to
be victimized. A little less than half of the respondents (45.9 percent) agreed
that computer criminals often reside in foreign countries, indicating that half
of the respondents believed that most of our computer crime problem is homegrown. Half of the respondents (48.5 percent) agreed that most computer
criminals are in their teens and twenties. This is a shift from previous studies,
which found greater support for the contention that computer criminals are older
individuals (Furnell 2002; Senjo 2004). The research literature is mixed concerning these issues, as computer hackers are largely younger males (Brenner
2008; Jordan and Taylor 1998; Holt 2007), while there are few metrics on the
demographic composition of pedophiles and online sex offenders (see Quayle
and Taylor 2002). The relative split noted in this data may be a reflection of increasing awareness of the variation in offender characteristics. In addition,
only 41.5 percent believed that businesses were more likely to be the victims
of computer crime relative to home users. At the same time, almost 70 percent
agreed that computer crime had a greater impact in corporate settings. Thus,
the respondents believed that individuals were more likely to be victimized,
but the consequences were greater for corporations (see also Furnell 2002).
Furthermore, the majority of the sample did not support the notion that convicted computer hackers should be allowed to work in computing jobs (81.9 percent) or have a computer in their homes (86.8 percent). This finding is similar to
research on the general population’s attitudes toward computer crime offending
(see Furnell 2002). It is important to note, however, that reformed hackers play
important roles in the computer security community, and can assist in the investigation of computer crimes (see Furnell 2002; Holt 2007; Taylor et al. 2010).
These individuals could also facilitate training and assist state and local law enforcement in light of the dearth of officers and resources to investigate these crimes.
Thus, local law enforcement agencies desire to restrict hackers’ access to technology may actually be problematic given their capacity to assist policing agencies.

Perceptions of Computer Crime Offending
In order to assess how law enforcement agencies perceive computer crimes
relative to terrestrial crimes, respondents were asked to rank the severity of a
variety of offenses on a five-point scale from least serious (1) to most serious
(5). The mean scores for each form of crime are presented in Table 6 and pro-
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vide an interesting perspective on the perceived impact of both computer and
real world crimes and the relationships between these offenses (see also Senjo
2004).

Table 6. Perceived Severity of Computer Crimes
Mean
Severity

N

Stealing something worth less than $5 dollars

2.09

357

Using someone else’s wireless connection

2.92

355

Unauthorized copying of media

2.97

358

Stealing something worth more than $50

3.19

357

Unauthorized copying of software

3.26

358

Purposely damaging or destroying property

3.50

358

Harassment over the Internet

3.68

358

Breaking into a vehicle or building to steal something

3.82

357

Viewing someone else’s electronic data without permission

3.85

358

Hitting someone without any reason

3.88

358

Viruses and malicious software infection

4.20

358

Electronic theft of money from accounts

4.46

357

Selling hard drugs such as heroin, cocaine, or meth

4.49

358

Terrorist attacks against electronic targets (cyberterror)

4.59

359

Terrorist attacks against physical targets

4.84

356

Child pornography and sexual solicitation

4.86

358

Offense Type

The respondents considered stealing something worth less than five dollars
to be the least serious crime of the crimes examined. In fact, they considered
five different types of theft— stealing something worth less than five dollars;
using someone else’s Internet connection; media and software piracy; and stealing something more than fifty dollars — to be the least serious crimes overall.
Thus, less serious forms of crime and relatively equal, regardless of whether they
based in the physical or virtual world. Purposely damaging property was con-
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sidered slightly more severe than the minor forms of theft, with harassment via
the Internet considered the next severe. The respondents indicated that threats,
although virtual with possibly no physical contact ever between victim and offender, are still considered more serious than real world property damage.
A similar clustering of severity was noted for breaking into a vehicle or building to steal something, viewing electronic data without permission, and hitting
someone without any reason. The relationship between burglary and hacking
has been proposed by a variety of scholars, and the appearance of this relationship suggests law enforcement agencies may share this point of view (see
Wall 2001). In addition, it appears that the respondents equated serious forms
of privacy violation (e.g., having electronic data viewed and having something
stolen from a vehicle or building) to be equivalent of minor forms of violence.
Malicious software infections, such as the spread of viruses, however, were
ranked higher than these offenses. This is sensible given that malware can be
used as an attack platform for various types of hacking and theft (Bossler and
Holt 2009; Brenner 2008; Taylor et al. 2010), as well as damage computer systems and networks. This finding suggests state and local law enforcement agencies recognize the severity of more significant hacker-related computer crimes.
The mean scores for electronic theft of money and the sale of hard drugs
were also relatively similar. Both offenses have a significant impact, though for
very different reasons. The financial impact of electronic theft for victims can
be quite substantial, and are complex offenses for law enforcement agencies to
investigate and clear by arrest (see Internet Crime Complaint Center 2010; Newman and Clarke 2003). Drug sales, however, have significant negative consequences for drug abusers and the larger community, including increased rates
of disorder, theft, prostitution, and lethal violence (see Harocopos and Hough
2005). These issues may drive the similar perceived impact of these offenses.
Finally, officers reported the following crime types as the most severe: child
pornography and sexual solicitation and physical and cyber terrorist attacks.
Though there are clear and significant threats posed by virtual and real world
acts of terror, it is surprising that child offenses are perceived as having greater
severity than terror attacks. The significant social stigma associated with child
sex offenses (see Durkin 1997; Durkin and Bryant 1999; Holt et al. 2010) may,
however, account of this ranking. Specifically, child victims can be easily taken
advantage of, and coerced into acts due to their innocence and naïveté (Durkin
1997; Durkin and Bryant 1999). Regardless, these findings suggest that local
law enforcement agencies perceive there to be significant overlap between virtual and terrestrial crimes.
In addition, the respondents were asked to indicate the frequency with which
certain computer crimes take place, ranging from never (1) to very frequently
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(6). The mean scores for the frequency of each offense are presented in Table
7. The high mean scores suggest that local agencies feel computer crimes occur
with some regularity, with acts of cyber-terror performed least often (4.58).
Electronic theft and viewing data without permission are also perceived to
occur with some frequency, which may be a reflection of the increasing investigation of these offenses at the state and local level (see Burns et al. 2004).
The perceived prevalence of harassment and malware infections may be a consequence of increasing media and research coverage which suggest these offenses are increasing yearly (see Bossler and Holt 2010; Finn 2004; Holt and Bossler
2009; Taylor et al. 2010).
Table 7. Perceived Frequency of Computer Crimes
Mean
Frequency

N

Terrorist attacks against electronic targets (cyber-terror)

4.58

359

Viewing someone else’s electronic data without permission

4.83

359

Electronic theft of money from accounts

4.96

358

Harassment over the Internet

5.10

358

Viruses and malicious software infection

5.11

359

Child pornography and sexual solicitation

5.35

359

Unauthorized copying of software

5.38

359

Unauthorized copying of media

5.54

359

Offense Type

Respondents ranked the most common forms of computer crime to be software and media piracy. Empirical research on digital piracy suggests this is a
prevalent offense that cuts across race, age, and economic conditions (see Higgins 2005; Higgins, Fell, and Wilson 2007; Hinduja 2001, 2003; McQuade
2006; Wall 2007). Thus, state and local agencies appear to have a perspective
on computer crime that conforms to the broader research literature on computer offending generally.
Respondents were also asked to assess the threat of cyberterror attacks posed
by various countries on a scale from least serious (1) to most serious (5) (see
Table 8). The countries selected for this inventory were based in part on reports from various media and research on national participation in computer
crime and attacks against military and private targets (see Brenner 2008; Holt,
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Table 8. Perceived Threat of Cyberterror Attacks from Multiple Nations
Country

Mean Frequency

N

Brazil

2.91

357

Egypt

3.22

353

Afghanistan

3.33

355

Romania

3.33

357

Japan

3.36

356

Iraq

3.45

356

Russia

3.74

356

Iran

3.92

356

China

4.32

359

Soles, and Leslie 2008; Taylor et al. 2010). Additionally, a number of Middle
Eastern nations were included as controls since they have limited participation in actual cyber-attacks, but heavy participation in e-jihad as a means of
recruitment and information sharing for terror groups (see Brenner 2008; Taylor et al. 2010).
Brazil was ranked the least threatening nation overall by respondents. This
could be a reflection of a lack of knowledge about the hacking landscape in
Brazil, or a more general consequence of the fact that Brazilian hackers regularly target South American financial institutions and customers rather than
those in other nations (Taylor et al. 2010). Egypt, Afghanistan, Romania, Japan,
and Iraq were all considered moderate threats. It appears that some of the countries in this group might be viewed as threats more because of the war on terrorism and law enforcement perceptions that these countries desire to attack
the United States rather than their actual ability to strike critical infrastructure.
Russia was ranked as a high threat, but placed below Iran. Russian hackers
have engaged in a variety of attacks against US financial institutions and critical infrastructure (see Holt et al. 2008; Honeynet Research Alliance 2003) as
well as cyber-attacks against neighboring nations, such as Estonia and Georgia (Brenner 2008; Jaffe 2006; Landler and Markoff 2008). Few, if any, attacks
have been attributed to Iran. Thus, this threat ranking appears to stem from
regular reports about the nuclear threat posed by Iran and its posturing toward other nations around the world. Finally, China was ranked as the high-
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est overall threat in keeping with multiple media reports of high level intrusions by Chinese hackers into sensitive networks in governments around the
world (Holt et al. 2008; Taylor et al. 2010). Thus, local and state law enforcement agencies appear to share some perspectives on the broader landscape of
cyberthreats, but also appear to assign too high of threats to countries based
more on the desire to attack the United States than their ability to complete such
an intrusion.

Awareness of Technology
To gain some perspective on state and local officers’ knowledge of computer
technology and offending, respondents were presented with various technologyspecific terms and asked to identify whether they were familiar with the term,
unsure of its meaning, or had never heard it before (see Table 9). The findings indicate that most respondents felt that they knew the meanings of many
essential terms needed to understand both basic computing software and computer crimes. A majority of the officers reported knowledge of the terms spam,
Table 9. Knowledge of Terms Related to Computer
Technology and Computer Crime
I have a good idea
what this term
means

Not really sure what
this term means

I have never heard
this term

Identity theft

98.6

1.1

0.3

Viruses

97.7

2.3

0.0

Spam

96.6

3.4

0.0

Firewall

95.5

4.5

0.0

Spyware

93.8

5.9

0.3

Cookies

89.8

8.8

1.4

Cyberstalking

85.2

13.7

1.1

Phishing

79.3

13.1

7.7

Adware

78.3

17.7

3.9

Podcasts

65.4

28.6

5.9

Carding

18.9

44.5

36.6

Term
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firewall, spyware, and cookies. This is sensible given that these terms are commonly used with regard to the Internet and computer security as a whole (Taylor et al. 2010; Wall 2007). There was, however, less recognition for the terms
Adware and podcast. Thus, state and local agencies have a grasp of the basic
terms that support web browsers and Internet use.
Respondents also appeared to be familiar with most terms related to either a
type of computer crime or an attack tool. For example, identity theft, virus, and
cyberstalking were identified by most respondents. The reported knowledge of
identity theft and cyberstalking may be related to the prevalence of investigations at the local level and in media accounts. Phishing, where criminals attempt
to obtain financial information from unwitting victims via email (James 2005),
was identified by fewer officers (79 percent). The one item most respondents
did not know was “carding,” where individuals buy and sell stolen personal information for the purposes of fraud and theft (Holt and Lampke 2010; Honeynet Research Alliance 2003). This may be a consequence of the relatively recent
emergence of this crime and that it is mostly investigated by federal agencies
due to the international scope of these offenses. Regardless, these findings suggest that local policing officers have a strong awareness of computer crime terms
and that their knowledge has increased over the last decade (Goodman 1997).
In addition, respondents appeared to have some recognition of terms related to cyber-terrorism (see Table 10). Many of the respondents knew the
term “critical infrastructure,” which is a positive finding given the prominence

Table 10. Knowledge of Terms Related to Computer
Technology and Computer Crime
I have a good idea
what this term
means

Not really sure what
this term means

I have never heard
this term

People’s
Liberation
Army

78.5

17.8

3.7

Critical
Infrastructure

77.3

15.3

7.4

E-jihad

70.5

20.2

9.4

Information
Warfare

47.6

40.8

11.5

Firesale

34.7

43.8

21.5

Term
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of this phrase in recent years related to physical terror attacks (see Taylor et al.
2010). Most respondents had also heard of the People’s Liberation Army and
the term “e-jihad.” This is encouraging since these phrases are related to two
distinct groups involvement in cyberterror. The People’s Liberation Army, the
name of the Chinese military, is responsible for several serious computer intrusions against Department of Defense computer networks, power grids, and
other systems (Brenner 2008). E-jihad is a phrase related to the development
of terror groups’ usage of the internet for various activities, from recruitment
to misinformation to attacks against different targets (see Brenner 2008; Taylor et al. 2010).
Knowledge of the term “information warfare” was much lower, with less than
half of all respondents recognizing this word. The phrase “information warfare”
is primarily used in the military community to represent any behavior involving the use of or gathering of information to gain advantage over another party
(see Taylor et al. 2010). This can include acts of cyberterrorism or data theft,
and comprises a significant potential overlap between law enforcement practices
and military activity. The relative concentration of this term among military actors may, however, account for the lack of awareness in state and local law enforcement agencies. Finally, the term “firesale” was included as a control because
it is not a phrase used in the academic or policing communities. Instead, this term
is used in popular media to describe a cataclysmic series of cyberattacks. Since
only 34.7 percent of respondents knew this term, it appears that the respondents
have not been significantly swayed by media accounts of cyberterror attacks.
Taken as a whole, the respondents appear to have some sound understanding of
key phrases related to cyberterror as well as computer crime generally.

Discussion and Conclusions
Despite the increasing body of research on computer crime offending and
victimization, few studies have considered the capacity of local law enforcement agencies to investigate and combat these crimes (see Burns et al. 2004;
Hinduja 2004; McQuade 2006; Senjo 2004; Stambaugh et al. 2001; Taylor et
al. 2010). This study attempted to address this issue through an examination
of 437 state and local law enforcement agents and officers to understand their
investigative capabilities and perspectives on computer crime. As a whole, the
findings suggest that law enforcement agencies have shifted their investigative
resources to become more actively involved in financial offenses than in the
past (see Burns et al. 2004; Hinduja 2004; Senjo 2004; Stambaugh et al. 2001).
While local agencies are still investigating sex offenses, there were more agen-
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cies suggesting they investigate economic-driven computer crimes. Such a finding is a positive indicator, given the tremendous economic impact of computerbased fraud for businesses and individuals alike (Internet Crime Complaint
Center 2010; Newman and Clarke 2003; Wall 2007).
At the same time, the lack of agencies investigating computer hacking and
intrusions is in keeping with previous research on policing (see Hinduja 2004;
Stambaugh et al. 2001). This may, however, be a function of limited resources
and jurisdictional issues that complicate reporting and proper exploration (Brenner 2008; Taylor et al. 2010; Wall 2007). Additionally, the relative paucity of
cleared and active cases involving both computer crimes and digital evidence indicate that these offenses are relatively underexamined at the local level (see Hinduja 2004). This exploratory finding, however, demands greater research, and
emphasizes the need for improved statistical reporting to better comprehend the
problem of computer crime (Brenner 2008; Hinduja 2004; Holt 2003; Wall 2007).
The attitudinal results suggest that state and local law enforcement may have
improved their situational awareness and preparation to deal with computer
crime cases. Specifically, local agencies have an increased overall recognition of
the serious threat computer crimes pose. Additionally, the mixed agreement surrounding victim impact indicates that police officers may understand that certain offenses, such as hacking or fraud, may have a greater impact for businesses,
while stalking could impact individuals more heavily. Finally, the respondents’
significant agreement with the need for increased funding to support the investigation suggests that there is a need for greater resource allocation to improve
the local response to computer crimes (Hinduja 2004; Stambaugh et al. 2001).
The perceived severity of computer offending relative to street crimes also
gives some valuable insights into the nature of computer crime investigation.
The relatively low significance of minor theft and piracy suggests that these offenses may have minimal priority among law enforcement agencies. This could
be a function of the lack of victims or the underreporting of these offenses,
particularly piracy where there is no distinct or immediate individual affected
(see Hinduja 2001). The relatively high severity of malware is also a positive
finding, as malware can be used in a variety of ways by computer hackers and
attackers to engage in different forms of crime (see Bossler and Holt 2009;
Brenner 2008; Taylor et al. 2010). Additionally, the noted severity of both physical and computer-based terror attacks suggests that state and local agencies
understand the need to reorient some of their priorities in order to act as first
responders to serious incidents, particularly in the wake of the 9/11 attacks
(see Brenner 2008). Finally, the extremely high placement of child pornography is in keeping with previous research (see Senjo 2004) and reflects the social concerns surrounding this type of offense (see Holt et al. 2010).
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Additionally, the noted variation in knowledge of various computer technology and crime terms indicates that law enforcement officers have some
awareness of the resources that undergird the Internet and web browsers. In
addition, the recognition of the more prominent forms of computer crime,
including spam, phishing, and cyberstalking, provides some support for an
improved response to computer crime at the local level. The fact that most officers ranked Russia and China as the greatest threats toward US critical infrastructure is also instructive, as this idea has been promulgated in both
research and popular media (see Brenner 2008; Denning 2001; Holt et al. 2008;
McQuade 2006; Taylor et al. 2010; Wall 2007). Thus, local agencies appear to
have some grounding in the threats and problems operating in virtual environments today.
Taken as a whole, this study indicates an improvement in state and local
law enforcement responses and training to deal with various computer crimes.
In the years following the recommendations made by the National Institute of
Justice report (Stambaugh et al. 2001), it appears that there is greater recognition of the problem of computer crime among first responders. The preliminary and exploratory nature of these findings, due to the response rate,
however, clearly requires replication to be verified and validated. We caution
others not to make strong conclusions from our findings, but rather examine
the trends found. In addition to increasing the size and representativeness of
the sample, future researchers will want to compare and contrast line officers
with little to no training in digital forensics and computer crime investigation
with officers who have more extensive training. Finally, sampling managers
within law enforcement agencies is needed to consider the acceptance and
knowledge of individuals who control the economic and procedural dynamics within state and local agencies. Such research can provide critical information on the greater landscape of law enforcement and their ability to adapt
and respond to the growing problem of computer crime in modern society.
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