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Preface

In the beginning, so to speak, the Defense Department’s Advanced Research 
Proj ects Agency, or ARPA, as it was known then, undertook the development of 
ARPAnet in the 1960s as a technical experiment in network optimization, with no 
dream that it would ever evolve into cyberspace and the largest media revolution 
since the invention of moveable type in the 16th  Century. The few nodes on the 
“net”  were all hard wired; access to the net was  limited to mainframe computers 
and terminals connected to them; users  were a  limited number of scientists and sys-
tem administrators; and  there was scarcely any content on the original net to steal 
or hack.  There  were no  legal issues or cases at the time.

The transition from the ARPAnet to the public Internet  after 1989 created a new 
world with many unanticipated consequences. Along with the base network tech-
nology, lower cost hardware, other technologies and revolutionary software caused 
cyberspace to evolve in a way and scale never anticipated —   at ARPA (which had 
now become DARPA) or anywhere  else. Local and wide area nets quickly spread 
through the government, commercial enterprises, and educational institutions. 
During  these years, the field of communications merged with that of information 
technology into the world now known as cyberspace. New technologies enabled 
remote access for users, while commercial ser vice providers emerged to meet a rap-
idly expanding user base. More recently,  these technologies have come to include 
“social media” along with media of  every other type.

Development of the “web” and browser software enabled easy access to a rapidly 
growing set of content and applications. Growth of cyberspace during the 1990s was 
clearly exponential and  were the “Wild West” days of the Internet. Just as  there was 
very  little law in the Wild West,  there was very  little in the way of  either statute or 
case law to support the myriad  legal issues now arising, including  matters of intel-
lectual property, communications, privacy, security, theft, espionage, sovereignty, 
national security, and  others.

Apart from the exponential growth in the net, as well as net- connected tech-
nologies, the impact on all aspects of modern life have been truly astounding. The 
population from youngsters to the el derly are all in possession of connected devices 
such as smartphones, which they utilize constantly for communications as well as 
a wide range of ser vices. At the same time, cyberspace has become a new domain 
for warfare, terrorism, and criminal activities. Without question, this has all taken 
place at a breathtaking pace, and in many areas, the law has been confronted with 
myriad challenges and is hard- pressed to catch up and deal with the realities of the 
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information age. Traditional concepts of “privacy” have taken on an entirely new 
meaning as users no longer have control over their personal data, and new forms of 
data and its storage have rapidly emerged.

It is hard to imagine an area of the law and  legal study that is moving this rapidly 
and is more challenging. New issues and concerns arise quickly, and often  there is 
 little in the way of statute or case law to support discussion. The pre sent volume 
brings together materials from the technology space as well as the most recent cases 
and commentary pos si ble that enable law students to gain a sound background and 
understanding of this impor tant area. Clearly, the demand for students with this 
training is dramatically increasing for law firms, courts, government agencies, and 
 others. We hope that  these materials  will help meet this need.

ABRAHAM WAGNER

NICHoLAS RoSToW

WagnerRostow_F2.indb   24 7/7/20   9:10 AM



xxv

Acknowledgments

In preparing this book, we have benefitted from the advice and assistance of a 
large number of colleagues, students, and friends who have dealt with the issues 
covered in this book as teachers as well as prac ti tion ers and government officials 
working on critical  matters of cybersecurity facing the nation. Included  here are 
a number of current and former officials of the National Security Council staff, 
the Defense Advanced Research Proj ects Agency, the National Security Agency, the 
Department of Justice and U.S. Cyber Command.

In addition, we thank a number of research assistants from Columbia Law 
School, Yale Law School, and UCLA School of Law including Jacob Arber, Catherine 
Chen, Katheryn Witchger, Barak Bachrach, Theodore Rostow, Sophie Chau, Kevin 
d’Antoine, Rachel Pendleton, Kevin Chow, Sofia Polykondrioti, and Kaitlin Kinney. 
The authors would also like to thank several  people at Carolina Academic Press who 
made this volume pos si ble, including Keith Sipe, Scott Sipe, Ryland Bowman, Keith 
Moore, and Kathleen Soriano Taylor.

We are grateful to the following sources for their permission to reprint excerpts 
from their work:

Sharon Weinberger, The Imagineers of War: The Untold Story of DARPA, the Penta-
gon Agency that Changed the World. © 2017, Alfred A. Knopf Publishers. Reprinted 
by permission.

Barry M. Leiner, Vincent G. Cerf, David D. Clark, Robert E. Kahn, Leonard Klein-
rock, Daniel Lynch, Jon Postel, Larry G. Roberts, and Stephen Wolf, and The Inter-
net Society for permission to reprint material from A Brief History of the Internet. © 
2011, The Internet Society. Reprinted by permission.

Vinton G. Cerf, Computer Networking: Global Infrastructure for the 21st  Century, 
Computing Research Association. © 2003 Vinton G. Cerf. Reprinted by permission.

Stephen Segaller, Nerds 2.0.1, A Brief History of the Internet. © 1998, T.V. Books. 
Reprinted by permission.

Rus Shuler, How Does the Internet Work, © 2002. Pomeroy IT Solutions, Reprinted 
by permission.

Digital Trends Staff, The History of Social Networking (2014). Reprinted by 
Permission.

Laura DeNardis and Yale University Press. The Internet in Every thing, © 2020 Yale 
University Press. Reprinted by permission.

WagnerRostow_F2.indb   25 7/7/20   9:10 AM



xxvi ACKNoWLEDGMENTS

Kathryn R. Brown, The Risks of Taking Facebook at Face Value: Why the Psy chol-
ogy of Social Networking Should Influence the Evidentiary Relevance of Facebook 
Photo graphs. © 2012 Vanderbilt Journal of Entertainment and Technology 
Law, Reprinted by permission

American Civil Liberties Union, Employers, Schools and Social Networking Privacy. 
© 2016, American Civil Liberties Union. Reprinted by permission.

Stephen Marche, Is Facebook Making Us Lonely?. The Atlantic. © 2012 Stephen 
Marche, Reprinted by permission.

Mary Madden, Amanda Lenhart, Sandra Cortesi, Urs Gasser, Maeve Duggan, 
Aaron Smith and Meredith Beaton, Teens, Social Media and Privacy, & Society. © 
2013 Pew Research Center. Reprinted by permission.

Katherine Witchger, Introduction to Non- Consensual Photography or “Revenge Porn”. 
Center for Advanced Studies on Terrorism. © 2016 Center for Advanced Studies on 
Terrorism. Reprinted by permission.

Clay Calvert, Revenge Porn and Freedom of Expression. © 2015 Fordham Intellec-
tual Property Media & Entertainment Law Journal. Reprinted by permission.

Danielle Keats Citron and Mary Anne Franks, Criminalizing Revenge Porn. © 2014 
Wake Forest Law Review. Reprinted by permission.

Amanda Lenhart, Michele Ybarra and Myeshia Price- Feeney, Nonconsensual Image 
Sharing: One in 25 Americans has been a Victim of “Revenge Porn”. © 2016 Data & 
Society Research Institute. Reprinted by permission.

Mary Anne Franks, “Revenge Porn” Reform: A View From the Front Lines. © 2017 
Florida Law Review. Reprinted by permission.

Frank H. Easterbrook, Cyberspace and the Law of the Horse. © 1996 The University 
of Chicago  Legal Forum. Reprinted by permission.

John Perry Barlow for permission to reprint material. A Declaration of the In de pen-
dence of Cyberspace, (1996) Electronic Frontier Foundation.

David R. Johnson and David G. Post, Law and Borders- The Rise of Law in Cyber-
space. © 1996 Stanford Law Review. Reprinted by permission.

Jack L. Goldsmith, The Internet and the Abiding Significance of Territorial Sover-
eignty. © 1998 Indiana Journal of Global  Legal Studies. Reprinted by permis-
sion of Indiana University Press.

Andrew Keane Woods, Litigating Data Sovereignty. © 2018 Yale Law Journal. 
Reprinted by permission.

Jack L. Goldsmith, Against Cyberanarchy. © 1998 University of Chicago Law 
Review. Reprinted by permission.

David G. Post, Against ‘Against Cyberanarchy’. Berkeley Technology Law Jour-
nal © 1998 David Post. Reprinted by permission.

WagnerRostow_F2.indb   26 7/7/20   9:10 AM



 ACKNoWLEDGMENTS xxvii

Jennifer Daskal, The Un- Territoriality of Data. © 2015 Yale Law Journal. Reprinted 
by permission.

Jennifer Daskal, Borders and Bits. Vanderbilt Law Review. © 2018 Jennifer Das-
kal. Reprinted by permission.

Sharon Bradford Franklin, The Microsoft- Ireland Case: A Supreme Court Preface to 
the Congressional Debate. Lawfare. © 2018 Sharon Franklin. Reprinted by permission.

Jonathan Zittrain, Be Careful What You Ask For: Reconciling a Global Internet and 
Local Law. Harvard Berkman Klein Center for Internet & Society. © 2003 Jonathan 
Zittrain. Reprinted by permission.

Harvard Law Review for permission to reprint Samuel D. Warren and Louis D. 
Brandeis. The Right to Privacy, © 1890 Harvard Law Review. Reprinted by 
permission.

Michael Warner, Privacy and Security, Yesterday and  Today. Center for Advanced 
Studies on Terrorism (2013). Reprinted by permission.

Electronic Frontier Foundation, Online Speech and the First Amendment: Ten Princi-
ples from the Supreme Court (2019). Reprinted by permission.

Electronic Frontier Foundation, Introduction to Jones (2014). Reprinted by 
permission.

Jeffrey Rosen, The Right to Be Forgotten. © 2012 Stanford Law Review Online. 
Reprinted by permission.

Emily Shoor, Narrowing the Right to Be Forgotten: Why the Eu ro pean Union Needs 
to Amend the Proposed Data Protection Regulation. © 2014 Brooklyn Journal of 
International Law. Reprinted by permission.

Michael L. Rustad and Sanna Kulevska, Reconceptualizing The Right to be Forgotten 
to Enable Transatlantic Data Flow. © 2015 Harvard Journal of Law & Technol-
ogy. Reprinted by permission.

Jack M. Balkin, Information Fiduciaries and the First Amendment. © 2016 U.C. Davis 
Law Review. Reprinted by permission.

Lina M. Khan and David E. Pozen, A Skeptical View of Information Fiduciaries. © 
2019 Harvard Law Review. Reprinted by permission.

Susan Hennessey and Nicholas Weaver, A Judicial Framework for Evaluating Net-
work Investigative Techniques. Lawfare (2016). Reprinted by permission.

Sam Schechner and Mark Secada, You Give Apps Sensitive Personal Information —   
Then They Tell Facebook. © 2019 Dow Jones & Com pany. Reprinted by permission.

orin Kerr, Ninth Cir cuit Hands Down En Banc Decision in United States v. Nosal, 
Adopting Narrow Interpretation of Computer Fraud and Abuse Act. © 2012 The 
Volokh Conspiracy. Reprinted by permission.

Nicholas Schmidle, The Digital Vigilantes Who Hack Back. © 2018 The New Yorker. 
Reprinted by permission.

WagnerRostow_F2.indb   27 7/7/20   9:10 AM



xxviii ACKNoWLEDGMENTS

Craig S. Wright, What the Law Says About Distributing a Virus or Malware. © 2011 
InfoSec Island. Reprinted by permission.

Paul Rosenzweig, When Companies Are Hacked, Customers Bear the Brunt, But Not 
for Long. © 2011 The New Republic. Reprinted by permission.

Harvard Law Review Publishing Association, FTC v. Wyndham Worldwide Corp. —   
Third Cir cuit Finds FTC Has Authority to Regulate Data Security and Com pany 
Had Fair Notice of Potential Liability. © 2011 Harvard Law Review. Reprinted by 
permission.

James A. Sherer, Melinda L. McLellan, Emily R. Fedeles, and Nichole L. Sterling, 
Ransomware —   Practical and  Legal Considerations for Confronting the New Eco-
nomic Engine of the Dark Web. © 2017 Richmond Journal of Law & Technology. 
Reprinted by permission.

Alexei Bulazel, Sophia d’Antoine, Perri Adams, and Dave Aitel, The Risks of Huawei 
Risk Mitigation. Lawfare (2019). Reprinted by permission.

Laurie Law, Susan Sabett and Jerry Solinas, How to Make a Mint: The Cryptogra-
phy of Anonymous Electronic Cash. © 1997 American University Law Review. 
Reprinted by permission.

Morgen E. Peck, Bitcoin: The Cryptoanarchists’ Answer to Cash: How Bitcoin Brought 
Privacy to Electronic Transactions. © 2012 IEEE Spectrum. Reprinted by permission.

Marco Iansiti and Karim R. Lakhani, The Truth About Blockchain, © 2017 Harvard 
Business Review. Reprinted by permission.

Yurika Ishii, Blockchain Technology and Anti- Money Laundering Regulations  Under 
International Law. American Society of International Law Insights (2019). Reprinted 
by permission.

Judith H. Germano and Zachary K. Goldman,  After the Breach: Cybersecurity Liabil-
ity Risk, New York University School of Law, Center on Law and Security (2014). 
Reprinted by permission.

Judith H. Germano, Cybersecurity Partnerships: A New Era of Public- Private Col-
laboration. Center on Law and Security, New York University School of Law (2014). 
Reprinted by permission.

Jerome Radcliffe, CyberLaw 101: A Primer on U.S. Laws Related to Honeypot Deploy-
ments. © 2007 SANS Institute. Reprinted by permission.

John P. Carlin, Detect, Disrupt, Deter: A Whole- of- Government Approach to National 
Security Cyber Threats. © 2016 Harvard National Security Journal. Reprinted 
by permission.

Robert F. Turner, Coercive Covert Action and the Law. © 1995 Yale Journal of 
International Law. Reprinted by permission.

David Talbot, Cyber- Espionage Nightmare. © 2015 MIT Technology Review. Reprinted 
by permission.

WagnerRostow_F2.indb   28 7/7/20   9:10 AM



 ACKNoWLEDGMENTS xxix

Chimène I. Keitner, Attribution by Indictment. © 2019 Cambridge University Press. 
Reprinted by permission.

F- Secure Labs, The Dukes: 7 Years of Rus sian Cyberespionage, (2017). Reprinted by 
permission.

Robert Chesney, The North Korean Hacker Charges: Line- Drawing as a Necessary but 
not Sufficient Part of Deterrence. Lawfare (2018). Reprinted by permission.

Jack Goldsmith and Robert D. Williams, The Failure of the United States’ Chinese- 
Hacking Indictment Strategy. Lawfare (2018). Reprinted by permission.

Dave Aitel, The Folly of “Naming and Shaming” Iran. Lawfare (2016). Reprinted by 
permission.

Garrett Hinck and Tim Maurer, What’s the Point of Charging Foreign State- Linked 
Hackers?. Lawfare (2019). Reprinted by permission.

Martin C. Libicki, Cyberdeterrence and Cyberwar. © 2009 The RAND Corporation. 
Reprinted by permission.

Paul K. Davis, Deterrence, Influence, Cyber Attack and Cyberwar. © 2014 Journal of 
International Law and Politics. Reprinted by permission.

Joseph Nye, Deterrence and Dissuasion in Cyberspace. © 2017 MIT Press Journals. 
Reprinted by permission.

Adam Segal, How China is Preparing for Cyberwar. Christian Science Monitor 
(2017). Reprinted by permission.

Michael Schmitt, U.S. Cyber Command, Rus sia and Critical Infrastructure: What 
Norms and Laws Apply?. Just Security (2019). Reprinted by permission.

Robert Chesney, U.S. Cyber Command and the Rus sian Grid: Proportional 
Countermea sures, Statutory Authorities and Presidential Notification. Lawfare (2019). 
Reprinted by permission.

Harold H. Koh, Setting the World Right. © 2006 Yale Law Journal. Reprinted by 
permission.

Kelly A. Gable, Cyber- Apocalypse Now: Securing the Internet Against Cyberterror-
ism and Using Universal Jurisdiction as a Deterrent. © 2010 Vanderbilt Journal of 
Transnational Law. Reprinted by permission.

Lillian Ablon, Jacob Arber, Nicholas Rostow and Abraham Wagner,  Going Dark: 
Implications of an Encrypted World. Center for Advanced Studies on Terrorism 
(2016). Reprinted by permission.

Greg Miller, The Intelligence Coup of the  Century. Washington Post (2020). Reprinted 
by permission.

Electronic Frontier Foundation, Introduction —   FBI v. Apple. Electronic Frontier 
Foundation (2015). Reprinted by permission.

Abraham R. Wagner, Secret Government. © 2011 Reviews in American History, 
Reprinted by permission.

WagnerRostow_F2.indb   29 7/7/20   9:10 AM



xxx ACKNoWLEDGMENTS

Jennifer Stisa Granick and Ashley Gorski, How to Address Newly Revealed Abuses of 
Section 702 Surveillance. Just Security (2019). Reprinted by permission.

Paul Rosenzweig and Michael Scardaville, The Need to Protect Civil Liberties While 
Combating Terrorism:  Legal Princi ples and the Total Information Awareness Program. 
The Heritage Foundation (2003). Reprinted by permission.

James X. Dempsey and Lara M. Flint, Commercial Data and National Security. © 
2004 The George Washington Law Review. Reprinted by permission.

Jack M. Balkin, The Constitution in the National Surveillance State. © 2008 Minne-
sota Law Review. Reprinted by permission.

Jonathan Masters, What Is Internet Governance?. © 2014 Council on Foreign Rela-
tions. Reprinted by permission.

Laura DeNardis, The Emerging Field of Internet Governance. Yale Law School, Yale 
Information Society Proj ect (2010). Reprinted by permission.

Kyle L. Evanoff, Cyber Governance: More Spam Than Substance?. © 2019 Council on 
Foreign Relations. Reprinted by permission.

Ross W. Rader, One History of DNS. (2001). Reprinted by permission.

Toomas Ilves and Vint Cerf,  Towards a Collaborative, Decentralized Internet Gover-
nance Ecosystem Report by the Panel on Global Internet Cooperation and Governance 
Mechanisms. (2014). Reprinted by permission.

Tim Wu, Network Neutrality, Broadband Discrimination. © 2003 Journal of Tele-
communications and High Technology Law. Reprinted by permission.

Gary S. Becker, Dennis W. Carlton, and Hal S. Sider, Net Neutrality and  Consumer Wel-
fare. © 2010 Journal of Competition Law & Economics. Reprinted by permission.

Nicholas Rostow, Law and Power: U.S.  Grand Strategy and International Law, © 2020 
Israel Yearbook on  Human Rights. Reprinted by permission.

Jack Goldsmith, How Cyber Changes the Laws of War. © 2013 The Eu ro pean Jour-
nal of International Law. Reprinted by permission.

Michael N. Schmitt, International Law in Cyberspace: The Koh Speech and Tallinn 
Manual Juxtaposed. © 2012 Harvard International Law Journal, President and 
Fellows of Harvard College. Reprinted by permission.

oona A. Hathaway, Rebecca Crootof, Philip Levitz, Haley Nix, Aileen Nowlan, Wil-
liam Perdue and Julia Spiegel, The Law of Cyber- Attack. © 2012 University of Cali-
fornia, Berkeley. Reprinted by permission.

Michael N. Schmitt. Tallinn Manual 2.0 on the International Law Applicable to Cyber 
Operations. (2017). Reprinted by permission.

Scott J. Shackelford. Scott Russell and Andreas Kuehn, Unpacking the International 
Law on Cybersecurity Due Diligence: Lessons from the Public and Private Sectors. © 
2016 Chicago Journal of International Law. Reprinted by permission.

Lawrence L. Muir Jr., The Case Against an International Cyber Warfare Convention. 
© 2011 Wake Forest Law. Review Online. Reprinted by permission.

WagnerRostow_F2.indb   30 7/7/20   9:10 AM


